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Any digital 

investigation requires a 

high level of expertise. 

Those involved in the 

investigation have to be 

competent, proficient 

in the processes used 

and they have to use 

validated processes 

that are compatible 

with the relevant 

policies and/or laws in 

applicable jurisdictions.

Research team at the helm of new  
ISO Standard 

Prof Hein Venter, an 
associate professor 
in the Department of 
Computer Science, served 
as the editor of a new 
International Organization 
for Standardization (ISO) 
standard in information 
technology that relates 
to incident investigation 
principles and processes. 

ISO is an independent, 
non-governmental 
membership organisation 
and the world’s largest 
developer of voluntary 
international standards. 
The organisation consists 
of 162 member countries. 

International standards 
stipulate world-class 
specifications for products, 
services and systems to 
ensure quality, safety 
and efficiency. They are 
instrumental in facilitating 
international trade, 
and more than 19 500 
international standards 
covering almost every 
industry – from technology 
to food safety and 
healthcare – have been 
published. 

ISO does not decide when 
to develop a new standard, 
but responds to a request 
from industry or other 
stakeholders such as 
consumer groups. Typically, 
an industry sector or group 
communicates the need for 
a standard to its national 
member, who then 
contacts ISO. South Africa’s 
member organisation is the 
South African Bureau of 
Standards (SABS).

The international 
community acknowledged 

the need for such a 
standard when Prof Venter 
first proposed it during 
an ISO meeting in Berlin 
in 2010. He contacted the 
SABS with his proposal 
and ISO granted him 
permission to initiate the 
process of developing the 
standard. 

After five years of following 
the comprehensive ISO 
process, the research 
efforts of Prof Venter and 
students of the Information 
and Security Architectures 
(ICSA) Research Group 
culminated in the 
publication of the 
International Standard ISO/
IEC 27043 on 9 March 2015.  

This standard is an 
“umbrella” standard 
that describes the width 
of the overall process 
to be followed when 
conducting a digital 
forensic investigation. It 
paves the way for other 
international standards 
that will cover the depth of 
each subprocess within the 
overall process.  

This international standard 
provides guidelines that 
encapsulate idealised 
models for common 
investigation processes 
across various investigation 
scenarios. 

This includes processes 
from pre-incident 
preparation up to and 
including returning 
evidence for storage or 
dissemination, general 
advice on processes, as 
well as the appropriate 
identification, collection, 
acquisition, preservation, 

analysis, interpretation and 
presentation of evidence. 

A basic principle of 
digital investigations is 
repeatability, where a 
suitably skilled investigator 
working under similar 
conditions should be 
able to obtain the same 
result as another similarly 
skilled investigator. This 
principle is exceptionally 
important to any general 
investigation. 

Guidelines for many 
investigation processes 
have been provided to 
ensure that there is clarity 
and transparency in 
obtaining the produced 
result for each particular 
process. Established 
guidelines that cover 
incident investigation 
principles and processes 
would expedite 
investigations, because 
they would provide a 
common order of the 
events that an investigation 
entails. 

Established guidelines 
allow smooth transition 
from one event to another 
during an investigation, 
and such guidelines 
would allow the proper 
training of inexperienced 
investigators. The 
guidelines also aim to 
assure flexibility within 
an investigation, due 
to the fact that many 
different types of digital 
investigations are possible. 
Harmonised incident 
investigation principles and 
processes are specified, 
and indications of how the 
investigation processes can 
be customised in different 
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investigation scenarios are 
provided. 

A harmonised investigation 
process model is 
necessary in criminal 
and civil prosecution 
settings, as well as in 
other environments, such 
as corporate breaches 
of information security 
and the recovery of 
digital information from a 
defective storage device. 

The guidelines provide 
succinct guidance on 
the exact process to be 
followed during any kind of 
digital investigation in such 
a way that, if challenged, 
the adequacy of the 
investigation process that 
was followed during such 
an investigation cannot be 
questioned. 

When it is necessary to 
assign a process to a 
person, that person will 
take responsibility for 

the process. Therefore, a 
strong correlation between 
a process responsibility 
and a person’s input 
will determine the exact 
investigation process 
required according to the 
harmonised investigation 
processes provided 
as guidelines in this 
international standard. 

This international standard 
follows a top-down 
approach. This means that 
the investigation principles 
and processes are first 
presented on an abstract 
level before more details 
are given. 

For example, a high-
level overview of the 
investigation principles and 
processes are provided 
and presented in figures 
as “black boxes” at first, 
whereafter each of the 
high-level processes are 
divided into more detailed 
processes. 

Therefore, a more 
detailed view of all the 
investigation principles 
and processes are 
presented near the end of 
the international standard 
process. 

This international standard 
complements other 
standards and documents 
that provide guidance 
on the investigation of 
security incidents. 

It is not an in-depth guide, 
but a guide that provides 
a rather wide overview 
of the entire incident 
investigation process. 

This guide also lays down 
certain fundamental 
principles that are 
intended to ensure that 
tools, techniques and 
methods can be selected 
appropriately. They should 
also be shown to be fit for 
purpose should the need 
arise. 

 The research of Prof Hein Venter and his students culminated in the publication of ISO/IEC 27043.
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International 
standards 
stipulate 

world-class 
specifications 
for products, 

services 
and systems 

to ensure 
quality, 

safety and 
efficiency.


