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Prioritising control loop faults to maintain 
chemical industrial processing plants
Simon J Streicher, St Elmo Wilken and Carl Sandrock

The large number 

of control loops in 

a typical industrial 

chemical processing 

plant necessitates the 

prioritisation of control 

loop maintenance 

and optimisation, 

as inadequate 

instrumentation and 

control engineering 

staff cannot ensure that 

all control loops are 

operating satisfactorily 

at all times. A control 

loop is a process 

management system 

designed to maintain 

a process variable at a 

desired set point. 

Although there are a 
number of methods for 
calculating individual 
control loop key 
performance indicators, the 
problem of ranking control 
loop fault importance has 
received limited attention.

A good ranking tool will 
rank underperforming 
control loops so that a 
control loop that affects the 
most important variables in 
the system will be ranked 
higher than one that may 
be underperforming, but 
affects less important 
variables. The indicated 
control loops should also 
be as close to the root 
cause of the fault as sensor 
placement allows, even if it 
is significantly amplified by 
another control loop.

In order to encourage the 
widespread adoption of 
the proposed solution, the 
tool should require minimal 
initial configuration and 
maintenance effort, and 
the ongoing operation 
should be automated and 
unsupervised. Many fault 
detection methods require 
some or all of the following: 
special excitations of the 
process, a benchmark of 
normal fault-free operation 
and a database of known 
faults. These specifications 
are generally undesirable or 
impractical in industry, as 
the necessary information 
is not readily available.

Many industrial 
operations already employ 
performance monitoring 
software to calculate 
individual controller 
performance indicators. 

In the proposed method, 
predetermined importance 
scores are integrated with 
connectivity information and 
the economical attributes 
of streams in order to 
identify control loops with 
the greatest influence on 
profitability and stability. As 
an initial goal, a tool that will 
provide an automatic, daily 
list of the top 10 process 
tags most closely associated 
with the root causes of the 
most important faults will be 
developed.

The proposed method for 
ranking control loops from 
a maintenance perspective 
can be divided into three 
steps. The first is to model 
the plant as a digraph, 
where the nodes represent 
process elements and the 
edges represent physical 
or logical connections. 
Connectivity information 
may be obtained from 
knowledge-based methods,  
such as applying a 
reasoning engine on plant 
schematics. Alternatively, 
connectivity can be inferred 
by data-driven methods, 
such as transfer entropy. 
This is a non-parametric 
statistic measuring the 
amount of directed (time-
asymmetric) transfer of 
information between 
two random processes. 

Indicating the correct 
connection of interaction 
is the most important 
function of the adjacency 
matrix. In mathematics, 
computer science and 
application areas such as 
sociology, an adjacency 
matrix is a means of 
representing which nodes 
of a graph are adjacent to 
which other vertices. 

A convenient method for 
representing a binary-
directed graph is an 
adjacency matrix  as 
defined in Equation 1.

aij={1
0  If vj has an edge 

directed towards  
vi otherwise (1)

Figure 1 presents an 
example of a directed graph 
with an accompanying 
adjacency matrix.

In the second step, edge 
weights indicating the 
degree to which the process 
elements affect each other 
under the influence of 
one or multiple faults are 
assigned to the digraph 
edges. Transfer entropy has 
been found to be a useful 
metric for this purpose, as it 
is an asymmetrical measure 
that is capable of capturing 
non-linear dependencies 
(Schreiber, 2000).  

 Figure 1: An example of a directed graph with an 
associated adjacency matrix
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Transfer entropy is very 
sensitive for time delays 
between time series 
data vectors. Therefore, 
it needs to be optimised 
over a reasonable range 
of potential time delays 
(Bauer, 2005). The edge 
weights can be represented 
in matrix form as a weight 
matrix similar to the 
adjacency matrix.

The third step is to 
determine the relative 
importance of the nodes in 
the directed graph. For this 
purpose, a modified form 
of the PageRank algorithm 
(Bryan and Leise, 2008), 
which is responsible for 
Google’s initial success, 
is applied. This concept 
was first introduced by 
Farenzena and Trierweiler 
(2009), who dubbed the 
algorithm LoopRank in this 
context. This scheme of 
ranking nodes is generally 
referred to as Eigenvector 
centrality.

Each node’s importance 
is calculated as the sum 
of the product of the 
importance of all nodes 
pointing to the node 
in question with their 
associated edge weights, as 
represented in Equation 2,

xk=∑j∈Lk
 ejk xj,

  (2)

where Lk is the set of nodes 
that have an incident edge 
to node xk.

If this system is expressed 
in matrix form, the ranking 
problem reduces to the 
standard Eigenvector 
problem of Equation 3,

Mx=λx, (3)

where M is the ranking 
matrix and λ = 1 for the 
ranking Eigenvector.

The gain matrix, which 
is the transpose of the 
column-normalised 
weight matrix, is shown in 
Equation 4.

mij=( wij

∑jwij
 )T

 (4)

The transpose of the 
column-normalised 
weight matrix is used, as 
the interest is in finding 
the nodes with the most 
significant outgoing 
connections, as opposed 
to the standard form of the 
PageRank algorithm, which 
ranks the nodes based 
on the most significant 
incoming connections.

The Eigenvector centrality 
measure breaks down 
in the case of acyclic 
diagraphs, and non-unique 
rankings might occur if a 
graph is disconnected. A 
simple solution is to weight 
the adjacency matrix 
with a matrix-of-ones, as 
indicated in Equation 5, to 
create a fully connected 
structure, while still 
allowing the calculated 
weights to dominate the 
ranking results,

Mconnected =(1–m)M+m J, (5)

where m is typically 
selected to be 0.15.

The proposed method to 
rank base layer control 
loop importance is 
demonstrated by the well-
known Tennessee Eastman 
(TE) plant challenge 
problem. Ricker (1996)  
proposed a model 
that incorporates a 
decentralised control 
scheme, which is available 
in the Tennessee Eastman 
Challenge (TEMEX) archive. 
This model was used to 
generate results.

In this particular case, a full 
adjacency matrix was used 
to infer plant connectivity. 
No post-processing of the 
results was performed. 

The edge weights were 
determined by calculating 
the transfer entropy 
between process tags using 
time series data sampled 
at intervals of 1.8 seconds. 
The global average of the 
local transfer entropies 
method for calculating 
transfer entropy was used. 

Time delay optimisation 
was performed according 
to the form suggested by 
Shu and Zhao (2012). 

Significance testing was 
performed through a 
non-parametric rank-
order statistical test using 

surrogate data generated 
according to the Iterative 
Amplitude Adjusted Fourier 
Transform (IAAFT) method.
The process was disturbed 
by a random fluctuation in 
the reactor cooling water 
inlet temperature. Figure 2  
indicates the top ten 
flagged tags. The relative 
importance of the top ten 
process tags is shown in 
Figure 3.

A hierarchical directed 
graph (see Figure 4), is 
arguably the most useful 
form for presenting the 
results. 

A number of nodes that 
provide a source of 
information without being 
influenced by any other 
nodes, together with the 
clusters of variables they 
influence, can be observed.

The results indicate 
the cooling water 
outlet temperature 
as the most originally 
influential process tag. 
The inlet temperature 
is unmeasured, making 
the outlet temperature 
measurement the sensor 
closest to the actual source 
of the disturbance. The 
reactor cooling water 
valve position was the only 
manipulated variable on 

 Figure 2: Process schematic with the top 10 indicated tags highlighted.
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the list of the ten most 
influential process tags. 

Thus, if a fault on the 
reactor temperature 
controller was detected, the 
control personnel would 
have been referred to the 
true source of the problem.

Incorporating controller 
performance indicators, 
as well as the economic 
value of streams as meta-
data, associated with 
the nodes and solving 
the ranking problem 
together with a number 
of objective functions in a 
semi-supervised manner 
is expected to increase the 
relevancy of results.

Implementing a multiple 
time region analysis 
will allow the dynamic 
changes of information 

flow in the process to be 
analysed, which can be 
used to identify new faults 
and provide feedback 
on the effectiveness of 
maintenance. 

Analysing deviations in 
information flow from long-
term averages is expected 
to assist in dealing with the 
problem of certain process 
elements always having 
large importance scores 
due to the nature of normal 
plant operation.  

 Figure 3: Relative node rank for reactor cooling water inlet 
disturbance (CW = cooling water)

 Figure 4: Hierarchical digraph presentation of results
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Rank Tag description Relative score
1 Reactor CW outlet temperature
2 Reactor temperature
3 Product separator pressure
4 Product separator temperature
5 Reactor pressure
6 Reactor CW valve position
7 Stripper pressure
8 Separator pot liquid flow
9 Purge rate
10 Condenser CW outlet temperature
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