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Objectives:

The objectives of the International Conference on Cyberlaw, Cybercrime & Cybersecurity are as
follows:-

v" The International Conference on Cyberlaw, Cybercrime & Cybersecurity will look at the
emerging legal, policy and regulatory issues pertaining to cyberspace and cybercrimes.

v' To identify the emerging Cyberlaw, Cybercrime & Cybersecurity trends and
jurisprudence impacting cyberspace in today’s scenario.

v" To create far more awareness about the newly emerging kinds of cybercrimes that are
impacting all stakeholders in the digital and mobile ecosystem.

v" To identify the areas in cyber ctimes where Cyberlaw needs to be further evolved so as to
meet with the expectations and needs of the relevant stakeholders of the digital and
mobile ecosystem.

v" To work in the direction of creating an international network of cyberctimes and cyber-
legal professionals which could then be an important voice in the further development of
Cyberlaw, Cybercrime & Cybersecurity jurisprudence across the world.

v" Cybercrimes are now beginning to impact corporates in their new avatar. What are the
major international Cyberlaw, Cybercrime & Cybersecurity trends? What kind of new
manifestations of cybercrimes are beginning to emerge that corporates need to be careful
of? What international best practices need to be kept in mind by corporates for
protecting themselves from being victims of Cybercrimes? What kind of overall anti-
Cybercrime strategies do corporates need to have in place? These and a variety of other
issues are sought to be addressed in the International Conference on Cyberlaw,
Cybercrime & Cybersecurity.
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POTENTIAL TOPICS TO BE COVERED IN INTERNATIONAL
CONFERENCE ON CYBERILAW, CYBERCRIME &
CYBERSECURITY 2016

Cyber Law 2016 & Beyond

Newly Emerging Cyber crimes

Cyber Security Law

Cyber Citizenship

Cyber Resilience

Blockchain Technology, Blockchain Contracts & Legalities

Globalization of Cyber Terrorism, Cyber Radicalization & Cyber Extremism
Mobiles & Connected Legalities

Darknet

. Intermediary Rights and Liability & Their Duties of Data Repositories
. Cyber Diplomacy

. Big Data & Legalities

. Internet Jurisdiction - A Catch 22 Situation

. Internet of Things and Trends

. Cyber Warfare Connected Legalities

. Misuse of Bitcoins for Cybercrime Purposes

. Cybercrime & Social Media

. Consumer Protection - Need for Nuanced Legal Approaches

. Smart Cities & Connected Legalities

. Electronic Evidence & Legalities

. Cyber Forensics and Connected Legal Issues

. Rules of the Road and Norms of Cyberspace

. Cyber Peace and Connected Legalities

. Convention on Cybercrime of the Council of Europe

. Cybersecurity Legislation and Information Sharing

. Capacity building and Judges and Cyber Security Professionals Training on Cyberspace

Issues

Virtual Reality and Connected Legalities

Law Enforcement Agencies Collaboration and International Cooperation
Cyber Insurance and connected Policy Issues

Mandatory Reporting of Cybercrime and Cybersecurity Breaches
Role of CERTS - the only Nodal Agency for Cybersecurity

Trends for Cyber Security

Surveillance, Interception & Sovereignty

Has Digital Privacy Evaporated Totally?

Digital Defamation, Right To Be Forgotten & Connected Legalities
Net Neutrality Developments Till Date

Internet Governance - Progress So Far & Challenges Ahead

Child Safety and crimes against children on the Internet
International Frameworks- Need for International Collaborations
Geospatial Policy- Need and Sovereignty Implications

Intellectual Property Rights in Cyberspace

Cyber Ethics- Creating Norms and Awareness
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International Experts

International Thought Leaders

International Policy & Law Makers

International Subject Experts

Representatives from International Law Enforcement Agencies
Representatives from various International Organizations

Representatives from Multi-National Companies and Corporates
Representatives from International Academia and Universities
Representatives from National Central Government & State Governments
Representatives from various Ministries in Government of India,
Representatives from Indian Law Enforcement Agencies and Police Departments

Representatives from Corporate Sector

Representatives from Indian Industry including Information Technology, Service
Providers etc.
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1. United Nations Educational, Scientific and Cultural Organization

2. ITU

3. Council of Europe (CoE)

4. Ministry of Law and Justice, Government of India

5. Department of Electronics and IT, Ministry of Communications & Information
Technology Government of India

6. Digital India

7. EUROPOL

8. National Internet Exchange of India

9. The Internet Society

10. World Federation of Scientists

11. DBS

12. Asia Cloud Computing Association

13. The International Association of Prosecutors (IAP)

14. The Global Prosecutors E-Crime Network (GPEN)

15. The European Telecommunications Standards Institute

16. ITU-APT Foundation of India (IAFI)

17. Asian Media Information and Communication Centre (AMIC)

18. Center for Internet Security (CIS)

19. International Commission on Cyber Security Law

20. International Information Systems Security Certification Consortium (ISC)?

21. The American Society of International Law


http://en.unesco.org/
http://www.itu.int/en/Pages/default.aspx
http://www.coe.int/web/portal/home
http://lawmin.nic.in/
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http://deity.gov.in/
http://deity.gov.in/
http://deity.gov.in/
http://deity.gov.in/
https://www.europol.europa.eu/
http://nixi.in/en/
http://www.internetsociety.org/
http://www.federationofscientists.org/
http://www.dbs.com/in/index/default.page
http://www.asiacloudcomputing.org/
http://www.iap-association.org/
http://www.iap-association.org/GPEN/Home.aspx
http://www.etsi.org/
http://www.itu-apt.org/
http://www.amic.org.sg/
https://www.cisecurity.org/
http://www.cyberlawcybersecurity.com/
https://www.isc2.org/default.aspx
http://www.asil.org/
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Cyberspace Law and Policy Community

University of Warwick

The African Center for Cyberlaw and Cybercrime Prevention (ACCP)
African Centre of Excellence for Information Ethics

National Cybersecurity Institute

CASBAA

Entrust Datacard

Indian Computer Emergency Response Team (CERT-In)
Controller of Certifying Authorities

Directorate of Information Technology Government of Maharashtra
IEEE Computer Society, Delhi Chapter

The International Centre for Missing & Exploited Children
Indian Council for Research on International Economic Relations
International Organisation for Knowledge Economy and Enterprise Development
TaC-Together against Cybercrime

Indian Infosec Consortium

Computer Society of India

TiE, Delhi NCR

Federation of Industry, Trade & Services (Fits)

CIOs of India

Cellular Operators Association of India

TAIPA

The Internet & Mobile Association of India (IAMAI)

The Cyberterrorism Project

Internet Fraud Watchdog

International Association of Cybercrime Prevention (I.A.C.P.)
Association for Progressive Communications

Global Network Initiative

Internet Service Providers Association of India (ISPAIT)

Resource Centre for Cyber Forensics (RCCF)

DMAI

National Law School of India University

Faculty of Law, University of Delhi

Symbiosis International University

National Law University, Delhi

Chanakya National Law University

Amity Institute of Information Technology

Central University Of Haryana

Gujarat Technological University (GTU)

Commonwealth Educational Media Centre for Asia (CEMCA)
Institute of Law - Nirma University

Sardar Patel University Of Police, Security And Criminal Justice, Jodhpur
The Maharaja Sayajirao University of Baroda

Indira Gandhi Delhi Technical University for Women(IGDTUW)
The Indian Society of International Law

International Centre for Information Systems and Audit 1CISA)
Vivekananda Institute of Professional Studies


http://www.bakercyberlawcentre.org/
http://www2.warwick.ac.uk/fac/sci/wmg/
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http://cyberlawcybercrime.com/wp-admin/www.icmec.org
http://icrier.org/
http://www.iked.org/
http://www.vulnerables.eu/
http://cyberlawcybercrime.com/wp-admin/%20http:/iic.org.in/
http://www.csi-india.org/
http://delhi.tie.org/
http://www.federationits.com/profile.php
http://ciosofindia.com/
http://www.coai.com/
http://taipa.in/
http://www.iamai.in/
http://www.cyberterrorism-project.org/
http://ifwonline.com/
http://www.cybercrime-en.org/
https://www.apc.org/
https://www.globalnetworkinitiative.org/
http://www.ispai.in/UI/index.php
http://www.cyberforensics.in/?AspxAutoDetectCookieSupport=1
http://dmai.co/
https://www.nls.ac.in/
http://www.du.ac.in/du/
http://siu.edu.in/HTML_SIU/index.php?symbiosis
http://www.nludelhi.ac.in/
http://www.cnlu.ac.in/
http://www.amity.edu/aiit/index.html
http://210.212.129.134/cuh/
http://www.gtu.ac.in/
http://cemca.org.in/
http://www.nirmauni.ac.in/ILNU
http://www.policeuniversity.ac.in/
http://www.msubaroda.ac.in/
http://igit.ac.in/
http://www.isil-aca.org/
http://www.icisa.cag.gov.in/
http://www.vips.edu/
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69. Tagboard

70. Data Quest

71. Voice & Data

72. ETCIO.com

73. ClubHack

74. The Quint

75. Amar Ujala Foundation
76. Center Against Cyber Bullying (CACB)
77. Cyberlaw Asia

78. Mobilelaw.Net

79. Cyberlaw India


https://tagboard.com/
http://www.dqindia.com/
http://www.voicendata.com/
http://cio.economictimes.indiatimes.com/
http://www.clubhack.com/
http://www.thequint.com/
http://foundation.amarujala.com/
http://centeragainstcyberbullying.com/
http://cyberlawcybercrime.com/wp-admin/cyberlawasia.com
http://mobilelaw.net/
http://cyberlawindia.com/

